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An apparatus for providing a secure processing 
environment is disclosed. In one embodiment, 
the apparatus includes a read/write memory for 
storing encrypted Infonnation. It also includes a 
processor, a cipherer and ah authenticator. The 
cipherer is in communication with the readAvrite 
memory for receiving encrypted infonnation 
therefrom and is configured to decrypt the 
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by the processor The authenticator authenticates 
the decrypted infonnation prior to use by the 
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prior to re-encryption by the cipherer. 
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1. ■scmm7^-^^'^^^t\.rzti-3(-^)\^ (r i s c54(i6)±T'Eb{t-r^) 



(36) 
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[0 0 7 3] 

-h7>y:^©7'a-feXi:— (*6^tMaLTV^;S.o R T O S /b'^SJ^^^ffi. ^con— 
[0 0 7 4] 

n«:^^©ci:^^tt-r5 : (a) fiJiX*fiQa--^T©fiJjX*(i. *i^^{5lif^nfc 

(b) v'XxAnfaib--:^ffi{Si$^nfc;<7— ^^^I/'NCAP UiSyscall ^-^(Cj: 
i)o RTOS^i, Syscall (i'X-xAtq^m L) ^^{C Jc^SS^X-r A»f tHL^^fT 
U^V^Rlt^14A^$>-5o (c) Jl^— fifia->"5XX5— ^O^^JiRTOStu^Se. 
n^V^o (d) TKU7.v-y7'--^^T':^V^;^2SBtiifeTrL— tfTKU'XSSr^ 

h ;L'^- -y ^ C) \ 
[0 0 7 5] 

5. ffu—)M\,-a.—^V-y Vt> S.T t.m&'^^ZiCVtzij-^)\^ 



(37) !ttS 2002-526822 

[0 0 7 6] 

6. RTOSfli©V— X3— K--RTOS«^ «SS?ffiit^nfcA— ^-.^WC 
[0 0 7 7] 

ia4«, MI P S7'n-b-y9-54(16)T-^tTbTV^5V:7 h't7xTOa>«rO^' 
. (1) •tr:^a.iJx-)'<Dfc:J6tcS!J^*nTV>;5-'N— K-^xZ-^CZ^-feX. (2 

[0 0 7 8] 

mmm^m-r^ct^m'^-^nrx.^^i.'Dit. nfmLiii (c a i i e r) 

[0 0 7 9] 



(38) Iff ^ 2002-526822 

CO 0 8 0] 

tt-P>nfc:^^<D-'^— y-^'JT'hZT'U-y h^igSMt-r^*^ x^7.:i^-h?tlfc 

^F^A\ giJO ^ X ^ n -y T- ^ ^ -y -b— v^OiMffltD i 3 X.l^— h / 

A^i:e>ni.'<#T'$>^o *iSB^M^nfcA-^-;M±, ±»-^wbV7h'>i7'hrL 

— if^tiiioF^oiii^iqitBL^o+j-jj^-h^^^T-r^o cn(Diig^*j±. 20© 



(39) W& 2002-526822 

[008 1] 

1^mum-^tlk:^-^Mi. ^nA^^fT^oltg^^-^, 1 a^i? (tick 

. 1 (tick) '^X'(Dwmmm^^±'r^ctti'^r'^^. 

[0 0 8 2] 
[0 0 8 3] 

;S i;TiiiST'# 5 c i: $ ;rcffiMA^:^v>„ 

[0 0 8 4] 



(40) #g 2002-526822 

lock) T'^^**^aft]f SCi:A^T'#So 
[0 0 8 5] 

[0 0 8 6] 

BP*^ iss^ prtg^:^ieT' y 7 h t7 X 7 ^*tT-r ^ c i: a^t- # . / ^- k x 7 ^ 

V^i»^%4t§ (RNG48) ^WLTV>.5o gH^-^^t±. ^nA^tT^i^lC 

^-^^oc i:*^t?^^v>«^tc, *iSB«it?nfc7'-'^'f x^&^^^-tcioTBg-^fb 
[0 0 8 7] 

^fiict ?.fc 46 1 3 •POSSB^'i:^S^:■r^o ^ l Oli^ti. AS I CX^T':/ai'- 



(41) 



Its 2002-526822 



[0 0 8 8] 

4^— 'y:t-;i/h (vault) tmiti^mscD^mmcm^^mm'^n 

1) 41— i^-/^i20 fecfctf (2) "Mgli^^*" 122 (^5#SS) OJ:-5^>^N-K 
^x7:b'^i2^gTS^o 9-— >^^120 li. ;l/M24 p^tciES^nTl/^^o 

ir^^^—Vi-jVuy\f::L — ^ (PC) tLXm^^tlTl^^o ^Ml/F94ii. 
4^-4^ ft" t^: ^ JE) ^ < CD 31 V h a tf — Z ^7 X f ^ i6 7 \— F X Z ^ V 

120 It. yr^T^t—?vn2 tcioT^t^^y hy— ^128 :6^?)PiS^^nTi/^^c: 

[0 0 8 9] 

^5v^T. Mi^>^^''i22 ti. ^n:5^yo^'^A^nfch^^c^SBiotci$^^n^ 
PC (/^-y-?-;i'=3>'tf^— ^) ^ziiioT^sSc^tiTu^^o iSMi/^'i22 ti. $> 

^'^V^ — :7x— X128 tC<fcoT^— 9--/^120 tC}g^:^nTl/^^ 
o gBlOO«MI/F94tiSrc. I^i:Jld&:6^e,/N-K»i7xT^>^*Ay-X130 

[0 0 9 0] 

J':iT. Kl^i/^7122 ffJTn-K^ni.SBiOCDyu^^'-^^v^'^BiB^-r^o 

^-^^^20 T^^f §7^^i/3>ti:&(PJltc^^nT4oO^ 4^— 1^-/^120 
i/^i^'22^iDP^oa«ti:CO^V-V^'^A04'*tC$3tt^^EPTS-^nTV^^ 
[0 0 9 1 ] 



(42) 
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[0 0 9 2] 

4^-+^->'^120 ^D^gg^^-tCct »9Sg^ft^n. MS^>^^*122 
-:i7^V^-:7x— X^{£fflLT:^^— 9— >^^120 ^Zli^^jn^o 
[0 0 9 3] 

4^-- 9— >'^120 y-XI PTFUX^&^x'y^^-rSC^^CctoT^m^ 

r^^y^s/ctir^S^^n. ^{tb/c^^^'^Ay-xiso Ki^L^rumr^rc^ic 

a^^—T^mt-^n (0-CBC) . ^n^HIS-r^fcfeiOS H A.'N^y i/^^ 
[0 0 9 4] 

^O?^. +-^t->^^122 It. 4^— 9— /^6Dy-X126 (^nti^e)tc$±T 



(43) 
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:)o i If y 7 h -i? X TX ^ X.1<- h /-< >v-3^- h M K o 
[0 0 9 5] 

— KWS^^M^L. ^cOKtLV^S 1 2/^ h©E E P ROM-T;*— (J^TgiB^ 
rsriVT^Vh) SBloa^fc. T^'J-ir-S^a ^t^iit^StJa^Rl 

;^iti— y-— /<;i20 ^CJM»3^ t)-— >'^120 liT^— X134 (CfeVT^n 

[0 0 9 6] 

o m^klC. SBlOti. ^©F^gPE E P ROM32^:gS:/D^*-5S>'i7'U ^n*^ 
[0 0 9 7] 

-b:4^ :x U 7^ 1- ASSIST set *'5^HgT' S . ^ -y rx«(D^ lg 2 (DX^O* i: 

nrfe. i/XxAfiteMilLT^^W^T^-y^^&fttlSo 
[0 0 9 8] 

EEPROM32«. WT®7="-^:/o-y^?:-&A.Tl/^i)Ci:*^^!fSLVV {^t 
ftnW^E E P ROM^jg^Sfc-rSZT/'J-^r— i'H tiffi«^A^^^T't±^U- 
^gPE E P R OM. x/W7>#^^-tC<t OBg^fb^nfc (*3j:D*l^a5T-KliE? 
nfc) ^gPEEPROM. *3itftotSa©;'c^V^rta5E E P R0M32O'>:^ 
< i: t 1 -P^BISJC^^ffl LTfeiV^o 
[0 0 9 9] 



(44) 
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[Si] 

1 0 2 4 7 ^y^i^^tifcT-'^^wx^-o znii^-^mmit<ommiit£ 

SSKSC tnc . E E P ROM32©SiJIS$n^:/n 

19 2 V7 h * T i;? h/-r h EMK 

192 C S PRNG7 :^yA3^^^SSCD4^- 

3 2x2 K'i'aiT^ >:J^Aij[^^SfflcDi/- K 

6 4 C S PRNG7 >^Aii[fg:iSffl©->- K 

3 2 ^N- K-i? :tTiPit 

3 2 C©Sm©SS!it#^ 

32 V 3^ h j^T Xs}?- h/-< h EMK-r y Xc 

i'© E M K $ n O »6 fc ■ISM * n S o 



[0 10 0] 

[!fis^-«it ? nfc * ;i/tc gg-r ^^fig©i¥ffl] 

tT-r^o C<Di/— ^yxti, ^7tc*5V^T7a— ^ir— hT-^^tlTV^-So 
[0101] 



(45) 
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A. SI^^«U-b-y h/NM I J^HUv'X^? 
*^gfg«^^^A.TV^S^^ (>^n-y^7 144 ) . 'J-fe-v h^fctiNM I T.. 

h'^x7'as^rtgi5^3ase^ffiffl»ih«»tc-r§o coaf^a. {^tsnw^s^ 

agt^T■ri)^:i:A^T't■^V^ (:/D>y^l50 ) o ^3T'{i:^<. EEPROM32© 

WL:&v^-tr-y h h-y^/P-y^'X) TfeS^-^ (:/n-yi7i52 ) . SBlOliSBU 
-b<y hKft^tTP (7^n-y^7i54 ) o cn^C<tr^T> lel^Rlftg:&i^-0^^. 

T-^^i/^o iau-fe>y hotttc. MHt±±<ft]^nTv>sfiigtc«jA$n^ttn 
^) «^ (:ro>yi7i52 ) . ^T©ii]mi#±L. ^^uii^uTsn-r. na 

=i-KA^fiJfflRjHg(e;Jti (PC I 80. ^1-6^tCRj?i^AX!!){'F:33 j;t>*L E D140 Ic 
X-dT) . g^<y:/l0ti^4gP'J-fe-y h^'<ttS-r§ C/a-y^J'lSe ) o 
[0 10 2] 

B. ^»f:/-h*3J:0*^N-K'i7x7S]^fb 

^ (ra>yi7l44 ) , fei»'N-K'>x7*^l93m^n. :^Tt07°a-lr>y-9-Uv^X 
^*3<tt/(^gl5?«^rU (I MEM46fe±t;DMEM18) fjilbZJlZ&^yu—^Vl^ 

[0 10 3] 

C. EEPROMlSr^ 



(46) 2002-526822 

a5ROMl42 ;b^^ffiL^i/^^-& (:/n^yi7i74 ) . gHlOtiu ^ T ^t* 
. ^>^< tfe^l^gPKMtfVti^^ffl^ft^T^^ (yu^y^l78) o 
[0 10 41 

ffi»^nfc^i^y^'9-Ayo-trXtc<toT^^U32tca®7='-:?*^^«E-r^ 
C^^b'^^^nfc^-a- CfUyi^UO) . E E P R0M32OSiJ|?i^nfcya^y 
:jDtt^^x^y ^1tA:^^ltS^n^ (:/n^yi7i82) o ^y ^-9-^:6^^31^^^ 
7x-r^;l/ Ji^-^^^^-r^ (:/n^y^i84 ) o SMioti. 

E E P ROM22^'«3^fbb:fe/ci6. fe^V^^i: C ^DSMlO:6'^^? >^^-^n/c/ci6tC. 
a>y ^T^y >^-r^o ^x^y^-9-A:^^ig^^e)tf C:/n^y ^182 ) . EEPROM 
32;b^?)=t^^-^n;cfiitcS-::5v^T. a>^^^>^^— K^xT«Sg:6^^^^n^ (:^o^y 
^7186 ) o 

[0 10 5] 

fe^lt«^W/^^V^ (i^^^vWt:: 1 S&m^-r^ (:^u^y^l86 

[0 10 6] 



(47) #a 2002-526822 

iy—y:y^T-fU-y h*3it/^cD^5— 3.— ifS/-- yv-y-y'T'L'-y hAM MEM 

^'^-rt— If R I S Cn-K3b^a-F^n^o >'^— 9"^"; 7° h:/- b X h 5 7° 

20/^— >'3 V^*i}fri.OTt±^<. IEmi!){^<DTT'{lffl^ti^t.Oi:|WlC3 
-K^Mffl-r^i^tc. ^ = HisilfR I S Cr3-KA^a-K;jni) 

■9-i3il>*R I S Cn— Kan.—- tfn— KA'S^iS'TStSSb, c n SSf ^ c 

L^A^P.. RT0Stc*Jffl)%a5 3 tL^tt^o $>^:i— »f-fr (nub) 
[0 10 7] 

h^-yT'zyi-'-y 3 2 If -y h<D^1-gl5ROM142 *^5>£D?>©T'^x., ^frtu 

x/vy^•#^^T^fci^)^c. pc i>'^x78^^£ffl-a:-ric'>xxA^7"-h-r?> 

;5/^^->cDSl ©^5i-(C<toT^ai^n^iIi:A^T'#S, (:7a -y ^188 ) „ n 
ai5ROM142 A^1^ittL^l/>W-& (7"n-y^l88 ) . SBlOli P C I/^XTStCj;;!, 
7"— H^rK^^S (7"a-y^l90 ) „ t<K^ ^niitiC^fC SCBA'^PCIj^ 

xh>f)>e>^^^4ai> (l^otc^cii) ^:^:^^#■:3Tv^^ (T'a-yi^igo ) o 

. ^n«SCBtC^3V^TWS^n^c7^a>y^^SDRAMiftcMISJ^o -'^tJ' — > 
CDSlO^^A^S^L^V^ii^ (7'a-y^l92 ) . y Ji-f ^ jV:sL^-i3m±h ( 



(48) 
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) . EEPROM32*>P)tDgBl0cD^3fi#^43J:l>*y7h'i7xT:ri7 7.>K-h/ 

) o J^^ — iy<Dm2(0^i&tm'^Lrj:\,^m-^ (:7a 198 ) . ^x-r 

jb'Sfg^T^ (:rn>y^200 ) o 
[0 10 8] 

[0 10 9] 

9-^uyh:/-hxh^-y7^T7'u-y h©AMeg^iiifti±. (1) 
^^v-fhrn^^wmitL. ^^—^i^vyhrruy h^^zsmm'^m^m-v 

Ct. (3) C S PRNG^l50«?{b-rSil (4) v-XT^A^^fflOfci^Otiffi 
H^^T'fe^o ^i;'X^?*<^7>J7'^tl. ->X-rAX^?-h7->:/ft3jc^nP><Di1'{C 



(49) 



A. P\i2<3^mm 

— !ft-KT'MT^ni)o fiJjAi!^^3b^?.©a!lSi±x v'XxAPfWLtc.t^o SUffl© 
Sfc, ^nftSftC. ^^X<>ti:^Xh^nfcfiJ5Ait)Ltc+^^X^-y^X-<-X^tiJ 

[0 110] 

tt. KA^II^T-rS^^gPS DR AM24J:t)rtgPROM14(D{5 5A^lfi53S:rc 

A-^T'feSo XM^X^'y:>±tcEfi-r^il i:«|^mtcffi?iJT'fe^o 

-• 9-i''J7'h<DJ;dC, ^TtD:SfX^:6^^nP.i#©X^-y^^m^lttltf^ 

■rRTOS(D^X^iiJ?ajyD-y:>Sfcti^cOftfe<D-r-^^3gO'tff8^^<«2.gt 
L^V\ S^^nfciX^f •yi'Jif-r^^^^^^X^^J^^a-y^ct'tcfS^^nTl.^.l) 

V^S^i/X^ (rL— Hfn— HCfciitc) ^X^f >y ^tc{S#L. X^ -y ^jJ^-T 



(50) 
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[0 111] 

B. fiJji*^X^-v^ 

[0 112] 

LTV^?.o ^^'i—'^^Vyhry'U'yVli. DMEM18 ©B#,^,T' a— K^n 
fc:/^-- tJ-i'UT'hZT'^-y htCjhtLT®*^) ^tzli^SHSD R AM24tOH^e.T 

^V>f£tCffiffi^n^m2©35:M^^LTV>^t3-ntf^P)^</\ ^niiSfc. i^X 

x■rAl9aiL%|5l^^^:^7oT^/-^^^'X^>^cj^LT35:fllilA^l■^■^'-ps^^n, D 

MEMl8'tiCD^IfcO«*'«g*^n^/-ci6, 5fe^?3^Hg-e:&tJtltf^e.ia:V^o C 



(51) 



#S 2002-526822 



[0 113] 

(Di/7.-r APf fctJ L^fcli DM A t:: i ^/'^X^gfflcDi o fiJjA^«^«±t(cffi««Sr^ 
[0 114] 

c. 

fijii^*^?>«!»Lfci:#. m^'^^-^irvfz.fi-i^-Mt^ ^m'o'^ws.scmm 

5t^t)A^^C/c:«^. ^tl.^iS-^TV^;535:fl)R^X^^•y ^'±tJ:«1^L (a.— 1f:5?X 

[0 115] 
D. A— y-^UT'F-y-Aj^-F 

i:^. ^^rU<Drn-y ^(JDr:tr— fcj:t>'*— ;t-;l/->— y v-y-ryL'^y h®X-!rv' 



(52) 
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gMt"i>il fc^&oJIgtc-r^tOT't^l/^ mMcDX^^y>^^^>^lt. DMEM 

[0 116] 
[0 117] 

^fe^fjnltfe^-'^— 9-^'U7'hX^->'^L-'J>'^*^'9-d<-h-rSfc46JC. R T 
O S ^—9- U r h X 7 -y r^S*-r S i 3 >7*a— /^^l/^ ^ ^'^M^ L^tt 



(53) 
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[0 118] 

T'^^x-y^-r^c (1) 9-i"J:/hXy-vy*^S*?nf::«^. (2) M 

(1) Xi'X>-}^-h:&?ToT-YV.i^— h^^jJ&Lfc^(CDMEM18 
A^P)SDR AMHCrJt!— U (2) T^^U-y htD-Y V^l^— h^f^x ^ ^ 
^4^-V<y v-^^y^-yi^iU 7'—^'ti^'?i>h(D'^>:r^-h^mtthh. (3) 
■r— ^-b^'^^h^-ry/J^— h^^i>y t'— ^^^■vvi/a.^7v-y>'iL 

CO 1 1 9] 
[0 12 0] 



(54) 
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3 2 0 

16 ID ^:/P fC*^^5#W©^-fefn I Do 

16 Bt-^-fb^tlift-b;? i/ 3 >07fa 

(6 4 t*«y h D E S yo TfO. n) „ 

1 6 jl^tgffl 0 

KSiJf « 26 1- ;^ 7" A tr ± o T^ffl $ tt S o 
[C ciANt>ff^-t'fb*<fet h';;;^7i/DE S 0-CBC] 

^M10«m— ©DES C B C -MAC5-^^ffl-r5o 

^-©^«^{i-b + ^ 'J x-f Bgs-e{±<£i^^«>x yu 

I Vfi^-co'?- K*<X7 y ^^/;:^#^lc^D*- 



[0 12 1] 



(55) 



nS, 2002-526822 



[0 12 2] 
[0 12 3] 

n ^y ^^cj^f ^y ^1tA:^)^DM E M18^c*5V^T*iJt^n. n— K^JcJ±®^ 

[0 12 4] 

F. /'^—^i7VZfhzrxny^ I D 

9-^7ijyhyn>y^ I Dt±. OOU-f-^^nfcffiti^^^OffigO 1 6lf^y 
hfHs^^Cttf^T'^^o m—(DWRlt. I DOTfiziT) (bottom) 5 e^y htf^^^ 

1^ U h :/n ^y i7 £Offl>J? cD7"-y;btc5*-r >'7^^y X ^ LTffiffl^ ti^ 

[0 12 5] 

G. 9-i7Uyh7D^y>7^Yy 



(56) ttSZ 0 0 2- 5 2 6 8 2 2 

— y-i^uT^bZT/u-y hT-s^o ^ne.ti. oi^'x^it— h/-rv:3^— haa*^:^ 

[0 12 6] 

n 5 L ^ U' ->*X ^ ® 1> © <^—*)- ^ U y h U ^ - v^1f 

CO 1 2 7] 

H. ^<>-^'>V-/h'f-'$'-ii^'';<iyh 



(57) 



It* 2002-526822 



—■ htcj;»3Wii^n^o ^'^—^■^v/hyyiyy hit. so 

Co 1 2 83 
[0 12 9] 

Co 1 3 0] 

^t![<7)/^— '^■^uyhTT'I^-y h*^|elU'r-^tc7<>-trXb<t3i:bTV^2. 
i7-fe7>ffi<DeM©m^gB (semaphore) ^riQSf cl i:*^T'^^o "ttl^li. m. 

CO 1 3 1] 



(58) 



#a 2002-526822 



o /^.-^i^vyhTz^iyy hit^m>o^mr'^^rcisb. mmrsict>fc-orm^<7r 

Co 1 3 2] 

55- (XV-^>^J-Kta«■r?)fci6^DflJii*>'^>'K•5^^^y) ^WbTV^i,RJtg 
[0 13 3] 

7°h7yU"yh (^fct±-9-:777'P-y h) icioTi^tB^ nfc«^. BfaiLll!]® 
:/a-yi'*5j:t>''9-:/7y^"y ht±SI^T^rjg^i&-ri)o ■9-:;^Ty^-y hA'^Pfiii^nfc 

1 43^^ ^ ><?D«ffl . 33 ± O^JS i: A. i: ^ ^ zfnW^^^H)^^^ L 

TV^S) o -y-yT-ri^-y hli. SA^RTHgT'feSo f^ttJLllli. Pa rml D ( 



(59) ^m. 2002-526822 

[0 13 4] 

K. 35:Bfl!«©;^^i-yi7 

. (a) t>-^U7'h^IS?>)WHg:7^i7-;&K^L. (b) ai^'X.i?- 

h-ri.fci6tc3Elfi«OX^>y^5}^-f'V^^<i?^L. (c) tlfc*-^;!/ 

hX-riyjl^— h i!^^^^^T a fc J6{i: LT v ^ s o 

[0 13 5] 

miiip^ni. C/nyi'ZlS) o a— K^nxv^^^f'-^-tr^^'pOhtt^^LT 
h->'i7'fitA<^fig^n. (b) MACA^ff-S^tlT. DMEM18tC{S#^n. ( 

c) rn>y^A^.i->r7-r h-vi^'jci-DTBt^fb^n. (d) sgmt-^n. ^t>y-Y 

b-V^-^nr^Tru-y h3b"!DMEM18A^P) S DR AM24{cnlf— CTn 

§ (.yu-y^2Z2 ) o 
[0 13 6] 

ryi^-y KA^CiD^^^Ta— H^nTV>^V^ (ya-y^212 ) ^-a-. ttili 



(60) ^tS2 0 0 2-5 2 6 8 2 2 

Zl't<D^7'—'$i-tif><>hl±. (a) S DR AM24*^e.DMEMl8tcne— ^tl 
AC*^|+g?nTDMEM18ff'©-r— :r;l/4'CD{ttl:b®?n. (d) y^^'ti^=f- 
) . (e) '<>:f^-\'-^nr!iT-/lyy }'-b'^m.^mnLr\^^rj:\,^V-yTTUyhT 

ijnT. ^©fci6-f-n*^n— K^n, (f) y:fuyh^^zs-^-:fy:fiyy\'ic 

[0 13 7] 

•Yv^fjb^is^^n ; (11) ^*^^^tT?ijicAn?)nfcn?ttibCB ( 

^Sn. (iii) ^(D'AmUi^T.^ ($3 1) A^TT'L'-y h^T^Saa-r^fcJiti: 

LCB htCj^LT) ^fct±P?ttiLZ7'L'-y M D d^zTTZfU-y hin 

JtLT) ^{S^ri.itSSA'^fei.) . (iv) ^©7^i''*^HfT*ns (t-^t)-^^ 
^n>b^^f7^nTl/>S) (rn>yi'226 )„ 
[0 13 8] 

K^n^. Z7°l^-y h*^?l^jST'a— K:^tiTV>^V\ fe^SV^tiT^U-y KA'^n 
228 ) o 

[0 13 9] 
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3 2 sp ^i^^n/zT.^ '/ i'^-o^'- 
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